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Abstract

Data contracts promise reliable, governed data exchange in decentralized architectures, yet
remain difficult to enforce in practice. Although a standard specification is emerging, its
low maturity and limited adoption mean data contracts are still authored in various formats.
Technical engineers must translate these into enforceable code through tools or manual
labor, creating a bottleneck in a growing data landscape.

This research investigates how Large Language Models (LLMs) can help to enforce data
contracts. Following a Design Science Research paradigm and grounded in 11 semi-structured
interviews with industry experts, it proposes the LLM-Assisted Contract Extraction (LACE)
Framework to integrate the data products. Rather than enforcing contracts directly, the
framework uses an LLM as a translation layer that converts them into a deterministic, machine-
readable intermediary model, expressed as a Resource Description Framework (RDF) knowl-
edge graph against a purpose-built Data Contract Ontology. SHACL validation safeguards its
structure, and a provenance lineage model preserves a human-in-the-loop.

The artifact was assessed through an ontology evaluation, an intrinsic evaluation, and
an extrinsic evaluation with six practitioners. The results show that structural conformance,
rather than content retrieval, is the dominant failure mode, and that example-based prompt-
ing is needed for usable, reproducible output. Practitioners valued the framework most for its
standardization, locating the main adoption barriers in organizational rather than technical
concerns. LLMs, therefore, help to enforce data contracts not by enforcing them directly,
but by transforming a manual, error-prone translation step into a validated, repeatable
foundation for downstream governance automation.
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Chapter 1

Introduction

1.1 Research Context

Since many organizations began using, producing, and consuming vast amounts of data, it
became essential to rely on the data stored. This data is often used to develop strategies,
tactics, and tools that create a competitive advantage and improve operational productivity.
Ghasemaghaei and Calic have shown that high variety, volume, and velocity signi cantly
impact innovation performance [ 39]. To handle such volumes of varied data and create
value from it, Dehghani proposed a hew decentralized architecture called the data mesh [ 25].
The data mesh is a domain-driven architecture in which a domain within an organization

is responsible for creating data products. Consumers, other data products, domains, or
end-user applications consume the data produced by the data product. This approach allows
organizations to standardize, combine, and reuse their data assets, making them more agile
and e ective in implementing data-driven decisions [14].

Di erent challenges arise when working with data meshes or data spaces, including
reliability, quality, and data governance [ 60]. In 2020, Gartner reported that poor data quality
costs companies an average of $12.9 million per year [ 37]. Data quality is de ned by how
well the data ful lls the speci ¢ needs and standards set by the organization. Based on the
ISO/IEC 25012 data quality model *, data quality is typically evaluated using characteristics
such as Accuracy, Completeness, Consistency, and Accessibility. Closely related to this is
data reliability, which serves as a prerequisite for ensuring that the underlying data is trust-
worthy for decision-making. Data reliability can be evaluated through internal reliability
(data conforms to global characteristics), relative reliability (how well the data aligns with
organizational policies), and absolute reliability (evaluates the degree to which the data
re ects real-world facts) [5].

To address these quality and reliability problems, organizations must improve their data
governance, the practice that determines who holds decision rights over data assets and how
authority and control over data management are exercised [ 64, 56]. In the data mesh, some
of these problems are solved through domain-driven design. In other data architectures,
challenges such as the lack of expectations (consumers do not know what the data means or
how to use it), the lack of reliability (the data often changes or breaks without warning), and
the lack of autonomy (teams depend on a central group to access or manage data) persist
[58]. To address these issues, Dehghani also introduced data contracts [  25], agreed-upon
interfaces that set expectations for data producers and consumers. It de nes how the data
product should be governed and enforces data quality, ensuring it explicitly meets business
requirements [58].

To ensure that business requirements are met, data producers and consumers formalize
data contracts as human- and machine-readable agreements. These contracts de ne Service
Level Agreements (SLAs) and operational parameters, including data product schemas, data
quality standards, regulatory policies, and ownership rights [ 103]. By de ning these dimen-
sions, data contracts enable automated validation, such as schema compliance and timeliness
thresholds. This ensures that those constraints are enforced before data is consumed or

Lhttps://www.iso.org/standard/35736.html
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processed.

Through this formalization, data contracts provide a practical mechanism for addressing
challenges in decentralized architectures. They facilitate standardization across domains
and improve data discoverability and trust by exposing the data product's metadata, and
ensure compliance with security and governance protocols through the contract [ 73]. By
establishing agreed-upon expectations, these contracts allow domains to manage their data
autonomously and accelerate data-driven innovation [73].

1.2 Problem Statement

Despite this promise, a major shortcoming of data contracts is that they come from industry
rather than academic research. Given this origin, there is little research and literature on the
subject; therefore, many research challenges remain. There is an ongoing e ort to develop

a standard data contract speci cation [  13], but due to its low maturity, limited scienti ¢
research, and limited adoption in organizations, it has not yet been widely implemented
[103]. The problem arises because the teams behind the implementation determine how
a data contract is structured (e.g., JSON or YAML) [ 58]. Many organizations do not enforce
their data contracts, and the few that do use a variety of technologies to enforce them. This
lack of standards creates a signi cant bottleneck: various organizational roles may draft the
contracts, while technical engineers are left responsible for translating these agreements
into executable enforcement mechanisms and therefore rely on manual implementations
through coding and tool con gurations, which severely limit scalability and consistency
across the current data landscape.

1.3 Research Objective

To overcome this operational barrier, we propose an LLM-Assisted Contract Extraction (LACE)
framework designed to translate data contract speci cations into a structured, intermediary
uni ed model. This research focuses on how LLMs can be used to create a deterministic
foundation required for automating data contract enforcement. To establish a deterministic
foundation, this framework will generate a Knowledge Graph (KG) that provides downstream
applications with the context needed to produce accurate enforcement code or to answer
guestions about the available data products and contracts. Additionally, using this KG
structure helps address the previously mentioned challenges by providing an accessible,
discoverable data layer. Organizations can use this layer as a centralized registry for their
data products, integrating metadata and governance rules. This allows for data contracts to
be machine-readable, which ultimately allows their enforcement to be automated, consistent,
and predictable.

1.4 Research Questions

To explore the viability and design of this proposed framework, this thesis addresses the
following research questions:

Main Research Question: How can LLMs help to enforce data contracts?

Sub-Research Questions (SRQ):

SRQ1: What are the primary technical and organizational barriers for enforcing gover-
nance within decentralized data architectures?
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By researching the obstacles practitioners face, this question grounds the artifact in the
real bottlenecks of governance enforcement, ensuring the design targets the barriers
that block adoption rather than assumed ones.

SRQ2: How are data contracts currently implemented and enforced in the industry?
Documenting how data contracts are written and enforced in practice exposes the
problems that the framework must resolve, grounding its design in current industry
reality.

SRQ3: What architectural principles and mechanisms are required to ensure the trustwor-
thiness and reliability of LLM-extracted data contract information?
Because LLMs are non-deterministic, this question identi es the principles and safe-
guards needed before LLM-extracted information can be trusted by organizations.

SRQ4: What components and interactions are required to automate the governance
surrounding data contracts & products?
By determining which components and interactions automate governance, this question
moves the isolated extraction to a realistic framework, clarifying where the LLM sits
relative to the enforcement decision and what makes the framework usable.

SRQ5: What is the impact of di erent prompt engineering techniques on LLM-extracted
data contract information?
By examining how prompting techniques shape the output, this question reveals which
prompt techniques yield accurate, valid, and reproducible extractions. Reliable output
is a core determinant of whether the framework can be populated at a usable quality
level.

1.5 Thesis Outline

The remainder of this thesis is structured as follows. Chapter 2 establishes the theoretical
foundation through a literature review. Chapter 3 outlines the overarching research design
and details the methodology used in this research. In Chapter 4 the problem is explored
and identi ed through practitioner interviews, creating a problem statement and proposing
design requirements for the artifact. Chapter 5 details the design and development of this
artifact, focusing on ontology engineering, the extraction pipeline, and the integration into a
decentralized data architecture. Then, in Chapter 6, we discuss the evaluation methodology
and environment for assessing the artifact, with the results presented in Chapter 7. Chapter
8 discusses the implications and limitations of the ndings, while Chapter 9 addresses the
threats to validity and re ects on how these a ect the interpretation and generalizability of
the ndings. Finally, Chapter 10 presents the overall conclusions and provides directions for
future research.
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Chapter 2

Literature Review

This chapter establishes the theoretical foundation for the proposed LACE Framework in three
parts. The background (Section 2.1) introduces the foundational concepts to understand
the domain: the data mesh as the decentralized data architecture paradigm, the principles
of federated computational data governance, and the de nition and importance of data
contracts are examined through the existing literature, and KGs and ontologies are discussed
as the framework's structured representation of machine-readable data contracts. Section 2.2
discusses existing work that pursues similar goals, namely, automated policy enforcement
in decentralized governance and the construction of KGs from heterogeneous text. Finally,
the research gaps (Section 2.3) identify the limitations and shortcomings in the literature,
establishing the basis for the methodology and research questions of this thesis.

2.1 Background

2.1.1 Data Mesh

The data mesh is a domain-driven, decentralized data architecture that aims to minimize or
avoid operational bottlenecks associated with centralized and monolithic data architectures
in enterprises [ 25, 42]. Earlier analytical paradigms, from the data warehouse to the data
lake, concentrate the responsibility for ingesting, transforming, and serving data within a
single specialized team [ 67]. As the number of data sources and data consumers grows,
this central team becomes a bottleneck for increasing value from domain data. Another
problem is that this team operates at a distance from the domains that produce the data
and lacks the context required to interpret and maintain it correctly [ 42]. Dehghani frames
the data mesh as a paradigm shift that decomposes the monolithic analytical data space
into data domains aligned with business domains|[  24]. With this move, the responsibility
for high-quality data and valuable insights shifts away from a central team and towards the
team that knows the data best[ 42, 67]. This change is both structural and organizational, as
data teams are arranged around speci c domains, thereby becoming decentralized [67].
To ensure this decentralization does not lead to fragmentation, Dehghani de nes the
data mesh through four interdependent principles: domain ownership, data as a product, a
self-serve data platform, and federated computational governance [ 24]. Figure 2.1 depicts
how these principles combine in the logical architecture of the data mesh. Under domain
ownership, analytical data is assigned to the business domains closest to it, so that the teams
that best understand the data are accountable for storing and serving it [ 24]. The principle
of data as a product applies product thinking to analytical data, as each domain should treat
its data as a product whose quality must be assured and whose consumers are regarded as
customers whose expectations must be met, and whose experience must be optimized [ 25].
The remaining two principles provide the shared foundation that keeps autonomous
domains linked. The self-serve data platform provides the tooling and interfaces that en-
able domain teams to build, deploy, and maintain their data products without requiring
engineering expertise. Abstracting infrastructure complexity allows domains to be more
autonomous and manage their own work [ 24]. The nal principle, federated computational
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Figure 2.1: Logical architecture of the data mesh from Dehghani [24].

governance, complements this self-serve data platform by establishing a set of global rules
that are applied automatically across all data products and their interactions. This allows for
interoperability between separate data domains, and regulations and compliance rules can
be preserved across the data mesh [ 24]. Because this fourth principle is the direct foundation
of the automated enforcement addressed in the present work, it is examined in greater detail
in the following section.

Taken together, these principles describe a network of interoperable data products ex-
changed across autonomous domains under a set of common governance standards.

2.1.2 Federated Computational Data Governance

Federated computational governance, the fourth principle of the data mesh, determines
how global policies are de ned and automatically enforced across otherwise autonomous
domains. Understanding this principle rst requires situating it within the evolution of data
governance from which it inherits its core concerns.
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The organizational paradigm has evolved to treat data not as a byproduct of operations
but as a critical asset [ 64]. This perspective has reinforced the recognition of data as a
strategic asset, driving increased interest in data management, governance, and quality
assurance [ 56]. Numerous data governance frameworks have emerged due to the interest in
governing data assets. Khatri & Brown adapted the IT governance principles of Weill & Ross to
establish one of the earliest frameworks for data governance, organizing it into ve decision
domains (Figure 2.2) [ 64]. In the last decade, additional data governance frameworks have
emerged in the literature. Regardless of scope, a recurring purpose across these frameworks
is to balance mitigating the risk of unauthorized data use with promoting data use to advance
various interests and goals [ 69]. While these frameworks provide a theoretical basis for data
governance, operationalizing them remains a challenge due to the diversity of technologies,
domains, and organizational roles involved [72].

Data principles

Metadata

Data quality Data lifecycle

Data access

Figure 2.2: The ve decision domains for data governance, adapted from Khatri & Brown
[64].

In decentralized data architectures, such as the data mesh, traditional governance ap-
proaches often fail to address the complexities of ensuring data consistency and interoper-
ability across distributed domains [ 85]. To tackle this, Dehghani's fourth principle of data
mesh explicitly calls for "federated computational data governance," in which data gover-
nance is enabled by automation through the data mesh platform | 25]. Kanagarla emphasizes
that shifting to a decentralized data mesh introduces signi cant complexities regarding cross-
domain data consistency, federated governance implementation, and cultural resistance to
decentralized data ownership [ 60]. To successfully navigate these challenges, organizations
must invest heavily in scalable, self-serve technical infrastructures and provide training to in-
crease the autonomy of domain teams|[ 60]. This is often the biggest challenge professionals
face, as they are concerned about automated execution, especially in security, regulatory,
and privacy-related areas [15].

2.1.3 Data Contracts

In the context of decentralized data architectures such as the data mesh, data contracts
serve as the critical mechanism for ensuring reliable, secure, and high-quality data exchange
across domains. While academic research is sparse, the existing literature provides su cient
perspective to develop a useful de nition of data contracts.

At a fundamental level, data contracts are de ned as formal agreements between data
producers and consumers that outline data ownership, terms of data o ering and use,
and guarantees [ 103, 73]. Within a data mesh, they serve as formal, human- and machine-
readable interfaces between dataset producers and an arbitrary number of data consumers
[73]. By explicitly describing the characteristics of data delivered by a data product, the
constraints applied, and the terms of use for potential consumers, data contracts empower
business domains to manage their own data through bilateral agreements [103].
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To ful Il this role, a data contract typically comprises three core components [73]:

"~ Information about the contract (e.g., identi ers, domain) and dataset (e.g., columns,
guality assurance).

~ All necessary information to access (e.g., protocols, URL), understand (e.g., SLAS),
and use (e.g., terms of use, governance rules) the data.

" Information about the data producers and consumers (e.g., owner, names).

Expanding upon these high-level components, a systematic review of data mesh literature
reveals a granular set of speci ¢ elements necessary for a fully operational data contract
[103]:

Location and Access Requirements: The contract must de ne the data product's
location and specify how to access it through its endpoints, including the exact queries
consumers are permitted to send.

Schema and Semantics: To ensure accurate and reliable usage, the contract explic-
itly de nes the data model (structure and format) and the semantics, which helps
consumers consistently understand the delivered data.

Data Quality Standards: Explicit expectations for quality dimensions, such as accuracy
and completeness, are established to prevent downstream consumers from experienc-
ing quality issues and to increase overall data con dence.

Policies and Regulatory Compliance: Contracts specify policies for data encoding,
anonymization, and retention. This ensures that operations on sensitive data comply
with regulatory requirements, such as the GDPR.

Ownership and Accountability: By clearly assigning ownership across the data value
chain, contracts ensure the correct personnel can be contacted in the event of data
errors.

Service-Level Agreements (SLAs): Data contracts outline the terms of service, em-
bedding guarantees regarding data quality, availability, and standard software quality
attributes like response time.

Versioning and Auditability: To protect consumers from rapid, unexpected changes,
data contracts must be versioned. Furthermore, modi cations should be recorded in
an audit trail to support transparency and accountability.

Pricing and Use Cases: Where applicable, contracts can outline the potential use cases
and terms of use, as well as de ne the billing process for data product consumers.

From an architecture modeling perspective, the data contract is positioned as an essential
companion to the data productitself[  97]. Within the domain-driven data creation process,
operational data is transformed into a data product that must be accompanied by a data
contract. This contract ensures that the created data product complies with federated gover-
nance policies before it is o cially published in the data product catalog for consumption.
Consequently, data contracts are instrumental in ensuring high data quality, facilitating stan-
dardization across di erent domains, and de ning SLA guarantees regarding data availability
[103, 73].

Wasser et al. identify two types of data contracts: data product APIs and data-sharing and
usage agreements [ 103]. When functioning as APIs, data contracts are integrated into the
input and output ports of data products. They serve as machine-readable speci cations that
outline data consumption methods and technical constraints that apply. The other variation,
data-sharing and usage agreements, de nes the relationship between data providers and
consumers, detailing the speci ¢ purpose and terms of data use. These mutual agreements
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are established once a consumer's access to a data product is approved. To increase more
"product thinking", either party can end the agreement if certain conditions, such as poor data
quality or insu cient business value, are met. These agreements serve as the foundation
for managing data access permissions [103].

Furthermore, while foundational data mesh literature emphasizes technical and architec-
tural interoperability, the concept of data contracts can also be viewed through the lens of
regulatory compliance and ethics. Although predating the widespread adoption of the data
mesh paradigm, Hadziselimovic et al. (2017) provide a di erent perspective by proposing a
machine-readable data protection rights contract designed to support data protection and
data ethics in the sharing of scientic data[  46]. In this regulatory context, a data contract
functions as a governance instrument ensuring that shared personal data is only used for
the purposes agreed upon with the data subject, requiring cooperation in respecting data
subject rights even after the data is shared, and enabling data protection compliance checks
by the organization that shared the data[  46]. This perspective introduces the need for formal
languages, such as the Data Protection Rights Language (DPRL), to encode these obligations,
highlighting that data contracts within a data mesh must not only govern technical data
exchange but also rigorously enforce data privacy and legal compliance across distributed
domains [46].

2.1.4 Knowledge Graphs & Ontology

In decentralized data architectures and automated governance, KGs have emerged as a
mechanism for representing structured information, allowing machines to e ectively process,
guery, and reason about complex data ecosystems|[ 62, 110]. By organizing entities, concepts,
and policies as nodes connected by semantic relationship edges, KGs store facts explicitly as
subject-predicate-object triples.

Formally, a KG can be de ned as a directed graph (  G), where G = (E,R) [92]. Here, E
denotes the set of entities or nodes that serve as subjects and objects in the KG, where
E =fe,,...,e,0. Rrefers to the set of relationships or edges, R=fr,,...,r,g Together, the
entities and relations are expressed as triples (subject-predicate-object), with the total graph
represented as:

G ERE

While this is the formal de nition, a single unit of knowledge within this directed graph is
denoted as the triple f = (s, p, 0), where:

" s 2 E represents the subject (the source entity)
" p 2R represents the predicate (the directed semantic relationship)
" 02 E represents the object (the target entity or value)

The triple (s, p,0) structure is often referred to as a statement or knowledge triple [  94].
An example of a triple is [ CustomerData, ownedBy, SalesDomain ], indicating that the
data product CustomerData is owned by the SalesDomain . By decomposing complex
information into these statements, the KG provides a machine-readable framework for data
integration and extraction [ 94]. Figure 2.3 illustrates how individual triples connect through
shared entities to form a larger graph.

There are two main types of KGs: Labeled Property Graphs (LPGs) and Resource De-
scription Framework (RDF) graphs. The rst comes mainly from engineering communities,
while the RDF graph technology is developed by the W3C to exchange data on the web [ 38].
Structurally, an RDF graph is a directed edge-labeled graph where a piece of information
can only be represented as either a node or an edge. This structure makes the RDF model
highly suitable for semantic web applications, knowledge representations, and inference. In
contrast, the LPG model is a directed graph in which both vertices and edges can carry an

8 Toward Automated Data Contract Enforcement:
An LLM-based Knowledge Graph Construction Approach



CHAPTER 2. LITERATURE REVIEW

99.9%

hasAvailability

Customer ownedBy Sale_s
Data Domain

compliesWith contact

GDPR j.smith

Figure 2.3: A knowledge graph built from subject predicate object triples.

arbitrary number of properties, enabling it to capture more information with fewer nodes
and edges than the RDF model [ 95]. Figure 2.4 shows the contrasts between the two models
by representing the same fact in each.

RDF graph Labeled Property Graph
99.9% _ Cl_J_stomerData
availability:  99.9%
hasAvailability
Customer OWNED_BY
Data
\ 4
ownedBy SalesDomain
contact: j.smith
SaIe; contact —»| j.smith
Domain

Figure 2.4: The same facts modelled as an RDF graph and as a Labeled Property Graph.

To enforce domain structure and explicit semantics in a KG, these graph technologies
often integrate an ontology, a formal structure that organizes a system's relevant entities into
a hierarchy of concepts and de nes relationships among them [ 43]. RDF natively supports
ontology modeling languages, allowing the graph to store formalized domain knowledge.

With this knowledge, RDF can perform automated inference (generating new knowledge
from existing data), which makes it highly usable in multi-domain and multi-stakeholder
environments [ 27]. Native LPG architectures do not use schemas or ontology languages. This
lack of a rigid schema leads to greater exibility in LPGs, reduced programmatic complexity,
and faster traversal performance [27].

While generic, broad-domain KGs have seen massive success, there is a growing recogni-
tion that "one-size- ts-all" ontologies are inadequate for specialized elds. Consequently,
domain-speci ¢ KGs require specialized techniques for construction, entity resolution, and
inference to capture the semantic nuances of domain-speci ¢ languages [62].

Traditionally, automated KG construction is framed as a three-step procedure: knowledge
acquisition, knowledge re nement, and knowledge evolution [ 110]. This process often utilizes
Natural Language Processing (NLP) techniques, such as coreference resolution, named entity
linking, and relationship extraction, to generate actionable, machine-readable triples from
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unstructured datasets [ 94]. The scope of these representations is also expanding beyond
pure text, as Zhu et al. systematically reviewed Multi-Modal Knowledge Graphs, which
use symbolic knowledge to non-symbolic experiences to achieve a more comprehensive
understanding of real-world contexts [111].

2.1.5 Large Language Models

The recent progress in automated KG construction is largely driven by Large Language Models
(LLMs), a class of neural networks designed to process and generate human language. LLMs
are built on the Transformer architecture (Figure 2.5), which Vaswani et al. introduced as

a model that moves away from step-by-step sequential processing of earlier architectures

and introduces a mechanism called self-attention [  100]. Before text can be processed, it
is rst divided into tokens, the atomic unit an LLM operates on. The splitting of text is not
done through whole words, but by tokenizing parts of each word, where frequent words are
represented as a single token while rarer words are often broken into smaller fragments
[100]. This keeps the vocabulary compact while ensuring that any input, including previously
unseen words, can still be expressed as a sequence of known tokens. Each token is then
mapped to a numerical vector (embedding), that the model can process | 100]. By allowing
every token to attend directly to every other token in a sequence, self-attention captures
long-range dependencies while remaining highly parallelizable, making it feasible to train
models at scale, which was previously impractical [ 100]. Building on this architecture, LLMs
are trained on massive text corpora using self-supervised objectives such as autoregressive
next-token prediction, in which the model repeatedly predicts the next token in the sequence

that precedes it. Through this objective, the model learns general linguistic and factual
patterns without manually labelled data [17]

The capability of these models is closely tied to their scale. Kaplan et al. demonstrate
that model performance scales as a power law of model size, dataset size, and training
compute [ 61]. In practice, this means that increasing the scale of a model yields better
performance while making training more e cient. These ndings motivated the development
of increasingly large models, which, as they grow, exhibit new capabilities like reasoning and
improved question answering [ 61]. Brown et al. illustrate this with GPT-3, an autoregressive
model with 175 billion parameters that performs a wide range of tasks without ne-tuning,
enabling a single model to be applied to specialized tasks [17].

Because LLMs are steered through natural language rather than retraining, the way a
task is speci ed directly a ects the quality of the output. Instead of ne-tuning, performance
can be improved by providing clear prompts that de ne the task or provide real examples, a
practice known as in-context learning, in which the model uses a handful of examples speci-
ed purely through text[  17]. The design of these prompts, known as prompt engineering,
has therefore become central to correct and reliable output. Methods like chain-of-thought,
where the prompt includes intermediate reasoning steps as examples, or one-shot or few-
shot, where the prompt includes one or more examples, substantially improve performance
on arithmetic, logic, and reasoning tasks, and the e ect emerges primarily in larger LLMs
[104].

While LLMs are primarily trained on unstructured text, these capabilities also enable
them to generate structured output. Relying solely on prompting techniques for this task
is unreliable due to the non-determinism of the output. A common approach to obtaining
more consistent results is to ne-tune a model on task-speci c examples. As fully retraining a
model with billions of parameters is computationally expensive, parameter-e cient methods
such as Low-Rank Adaptation (LoRA) are frequently employed; these keep the original model
weights frozen and instead train a small set of low-rank matrices, which drastically reduces
the number of parameters that must be updated [ 51]. An alternative direction augments the
generation process with additional, smaller models that re ne or verify the output [47].
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Figure 2.5: The Transformer model architecture from Vaswani et al. [100]
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2.2 Related Works

Building on these foundations, this section presents existing research addressing challenges
relevant to this study. These e orts fall mostly into two categories: automating policy
enforcement and constructing KGs from heterogeneous or unstructured text.

2.2.1 Automated Policy Enforcement

The rst category of work targets the automated enforcement of governance policies across
decentralized domains. Wider et al. propose a platform-centric approach to data access
control designed to reduce the tension between global standards and local decision-making
[106]. A central authority de nes global policies, while domain teams are responsible for
tagging their data accordingly. They propose using the data platform to automate policy
enforcement via transitive metadata tagging, in which data products inherit tags from their
upstream sources. Regarding technical enforcement, Wider et al. identify two primary cate-
gories of policy automation. The rst involves de ning data sensitivity through metadata
tags that propagate through the data lineage. This approach allows for consistent enforce-
ment while granting local domains the autonomy to change the sensitivity levels. However,
to combat that, everyone can override the sensitivity; any reduction in the sensitivity level
should be reviewed and approved. The authors further discuss access control, outlining
three distinct mechanisms: a Gateway model (centralized proxy), a Token model (decoupled
authorization), and an Encryption model (key-based access). The authors conclude that
e ective decentralized governance requires combining these three approaches under an
abstraction layer to minimize users' cognitive load [106].

Taking automated enforcement a step further, Garg proposes unifying data mesh princi-
ples with decentralized autonomous agents through a policy-as-code framework [ 36]. By
de ning business rules, regulatory requirements, and ethical constraints in declarative lan-
guages, organizations can consistently apply policies, audit through versioning, enable policy
updates, and explain policies in a human-readable way.

Wider et al. also proposed a way to automate data access requests by incorporating
Generative Al to analyze requests and evaluate them directly against plain-text global policies.
By utilizing LLMs, the system assesses the context of the access request alongside relevant
legal and privacy documents. This system can ag potential violations without requiring
policies to be manually translated into formal rule-based contracts. Instead of fully replacing
data stewards, this Al approach provides targeted warnings and remediation suggestions,
ensuring that a human is still accountable for data access approvals [105].

2.2.2 Knowledge Graph Construction

A second category of work applies KGs to speci c domains and increasingly relies on LLMs to
automate the construction. The utility of domain-speci ¢ KGs has expanded rapidly across
disciplines, highlighting their capacity to operationalize complex, industry-speci c tasks. In

the legal sector, Abdurahman et al. develop a framework called Lex2KG that automatically
converts unstructured PDF documents (such as legal statutes) into structured KGs, enabling
advanced applications such as SPARQL querying and automated legal chatbots [  2]. Guo
et al. researched KGs in network infrastructure, proposing an intermediate KG represen-
tation, NetKG, that models routing protocols to automatically synthesize con gurations

and verify the consistency between high-level intents and generated outcomes [ 45]. Simi-
larly, within software engineering, parsing code repositories into KGs provides structured
contextual retrieval, signi cantly enhancing the output of large language models (LLMs)
during repository-level code generation by maintaining stylistic consistency and minimizing
duplication [ 11]. Other specialized variations include hierarchical KGs for modeling complex
legal structures [93] and temporal KGs for reasoning over time-bound information [59].
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To address the bottleneck of manual graph construction and scale these representations,
recent research increasingly focuses on unifying LLMs and KGs. Pan et al. outline a roadmap
for this integration, emphasizing the inherent complementarity of LLMs and KGs: LLMs
0 er exceptional generalizability but are black-box models prone to hallucination, whereas
KGs provide factual accuracy and structural interpretability but struggle with unstructured
text processing [ 76]. Within the "LLM-augmented KG" framework, LLMs serve as powerful
text encoders and relation extractors to automate end-to-end graph construction [ 76]. This
methodology has proven highly e ective in specialized domains, as Zhao et al. constructed
a framework to parse various research papers into a KG about the circular economy [ 109].
Huang, Yan, & Zhang automated knowledge extraction from marine accident reports and
proposed an LLM-based method for generating KGs. Because these marine accidents are
compliance-heavy environments and cannot tolerate hallucinations, a dual-perspective qual-
ity assessment framework was also proposed to evaluate structural complexity and semantic
accuracy [53].

Despite this pro ciency, generating structured graph data directly remains a persistent
challenge, as LLMs often omit triples or fabricate relations during text-to-graph generation.
To combat this, Han et al. proposed an iterative framework called Prompting with Iterative
Veri cation (PiVe). It employs smaller, ne-tuned veri er models to cross-reference the LLM's
semantic graph against the source text, dynamically appending corrective instructions to
the prompt to ensure the structural output strictly aligns with the source information [47].

2.3 Research Gaps

The research above shows that automated, machine-readable governance in decentralized
architectures is highly desired and increasingly feasible. Several challenges still remain
unaddressed in the literature discussed above:

Manual translation of human-readable contracts into executable rules: The lit-
erature demonstrates that federated computational data governance is essential for
scaling decentralized data architectures, mostly with an emphasis on automated en-
forcement and policy-as-code. However, the practical implementations still require
manual labour to translate human-readable agreements into executable rules.

Heterogeneity and lack of standardization of data contracts: While data contracts
are essential for de ning the technical, operational, and regulatory boundaries of
distributed architectures, their heterogeneous nature complicates the creation of auto-
mated enforcement.

Lack of practitioner-grounded data contract literature: The academic literature

on data contracts remains sparse and largely conceptual, deriving its de nitions and
components from written sources (white and gray literature) rather than from how
practitioners design, negotiate, and apply data contracts within active data mesh im-
plementations.

Lack of deterministic LLM-based text-to-graph generation: Although LLMs can
alleviate the bottleneck of manually constructing a graph, they frequently omit triples
or fabricate relations. Existing research, such as PiVe, reduces these errors through
iterative veri cation using additional ne-tuned models, but this adds complexity. These
solutions do not guarantee the deterministic output that governance requires.

Domain-bound knowledge graph construction: Existing methods that construct KGs
from text are often developed and validated within individual, narrow domains, such as
the legal domain with Lex2KG or marine accident reports. Given the recognition that
one-size- ts-all ontologies are insu cient for specialized elds, these methods do not
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transfer directly to the heterogeneous domain of data contracts, to which they have
not yet been applied.

This thesis addresses these gaps by using LLMs to extract heterogeneous data con-
tracts into a structured KG through a reproducible extraction process, producing a machine-
readable intermediary model that serves as a deterministic foundation for automated con-
tract enforcement. This research applies KG construction to the previously unaddressed
domain of data contracts and grounds the work in practitioners' perspectives, complementing
the academic literature.
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Chapter 3

Research Design

This research is guided by the Design Science Research (DSR) methodology. To ensure a
structured execution and rigorous quality assurance, this research uses two foundational DSR
frameworks: the conceptual framework proposed by Hevner et al. | 49] and the methodology
process model developed by Pe ersetal. [  79]. These two frameworks work together to guide
this research. While the process model (illustrated in Figure 3.1) provides a six-step roadmap

for research execution, the conceptual framework (illustrated in Figure 3.2) establishes the
criteria for rigor and de nes the type of IT artifact to be created.

Figure 3.1: DSR methodology process model [79]

Before choosing DSR, action research was considered as an alternative framework, since
the two share several features. Action research also works with an intervention methodology
in which the researcher collaborates directly with practitioners to employ an interventionist
approach to address a real organizational problem. Research using this methodology solves
problems through iterative cycles of diagnosing, action planning, action taking, evaluating,
and specifying learning [ 90]. In principle, such an approach could suit a practice-driven
problem like data contract enforcement. When the objective is to describe, explain, or predict
a phenomenon, action research and case study research are the appropriate methods;
when the objective is to design and develop artifacts and prescriptive solutions in a real or
simulated environment, DSR is the most suitable method [  28]. Action research is primarily
oriented toward organizational development, generating knowledge by intervening in how
an organization operates. The contribution of this research, by contrast, is a designed artifact,
evaluated through technical and user-based evaluations. DSR is therefore the better t: the
main research question, how LLMs can help enforce data contracts, together with its sub-
guestions on the architectural principles (SRQ3) and components (SRQ4) required to do so,
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